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Getting Good SaaS

Cost of Failed Security 'f\\

Questions?

Security Is Not a Walll 'f:\
Security As A Service

Q.

What Makes Up SaaS?

Certifications As A Service
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Security Breach Example

This is Mike.

Mike Runs an international shipping business.

Mike has 200 employees.
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Security Breach Example

This is Mike.

Mike Runs an international shipping business. | a A $ Qa / Lhy A o ) o
Oh@SNI HpZnnn | NBO2NRa ¢SNb
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Mike has 200 employees. compromised on a system
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Security Breach Example

This is Mike.
Mike Runs an international shipping business. | a A 1, § Qa / LhyY A o § X
. Oh@SNI HpZnnn | NBO2NRa ¢SNb
Mike has 200 employees. compromised on a system .
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customers. We may lose 2% of
our recurring sales from this.
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Data Centre » Cloud

Hapless AWS engineer spilled
passwords, keys, confidential internal
training info, customer messages on
public GitHub

Only up for five hours, but that's plenty of time for
the wrong person to spot it

By Tim Anc J 020 at 16:33 34[d SHAREY

Updated An Amazon Web Services engineer published exchanges with
customers and m credentials including , AWS key pairs,
and private keys” 1o a public GitHub repository by accident.

On 13 January, infosec biz UpGuard discovered a 954MB repository
containing AWS resource templat used to create cloud services —
plus hostnames, and log files generated in the second half of 2019.
There were also internal Amazon training resources marked
"confidential.”

"Several documents contained access keys for various cloud servic
UpGuard reported today. "There v multiple AWS key pairs including
one named rootkey.. sting it provided root a to the us

Only covers attacks and
intrusions, not human error
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Removing the Mystery from
Cyber Insurance

Insuring against digital arracks requires a new form of insurance that
most firms now need to protect their business.

Fow

Although sales of insurance for privacy and cyber risks are steadily on the rise in the US, so-
surance remains mysterious and confusing to many people There are goo

reasons for this. Notably, cyber insurance is still a relatively new form of coverage without

standard cyber insurance terms. Each of the 60 or so

has its own proprietary eyb . Complicating marters furtk

updated in light of industry ds and the emergence of new cyber ri his means that

insurers must frequently tailor their policies to fit the needs and requests of individual

insureds.

Only covers attacks and
intrusions, not human error

Limited time period
coverage
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Cyber Insurance {ds.Net Covering The Cost

nﬂ Challenges of Cyber

The Gfowth a
Insurance

By Andrew Granato , Andy Polacek

r the past decade, with high-profile such as the 2013
ta , @ k of Democratic National
lines. Ransomware attacks, intellectual prop

ce alo t fi at have cy may not be a:
as they think. Unlike traditional lines of h vate auto insurance, where stand e
liability or collision co n di

Fed Letter, we examine th
y from th i
development of this market.

What is cyber insurance?

urity liability policy

Only covers attacks and
intrusions, not human error

Limited time period
coverage

Limiting type of
damages ceovered
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Cyber Insurance {ds.Net Covering The Cost

Bloomberg
Businessweek

Only covers attacks and
intrusions, not human error

Limited time period
coverage

Limiting type of
damages ceovered

Claiming cyber attacks
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Businesses that will experience a major
security threat in the next 24 months

26% of
businesses

Major threat is $1.5 million loss or more.
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What Do We Do About It?
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Ensure Your Cloud
Provider Includes

Adeqguate Security
Measures
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Security Is
Not a Wall
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